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Cha¢llenge |

New and emerging technologies are expected to generate new opportunities while also
posing a number of potential ethical challenges and societal consequences.

Ethical issues of emerging technologies concern a variety of stakeholders. Projects to
identify ethical challenges often focus on limited numbers of experts but do not include
citizen's knowledge.

How can we open forward-looking activities, integrate citizens perspectives, and elicit
their ethical concerns deliberately?

TechEthos receives funding from the European Union's Horizon 2020 research
and innovation programme under grant agreement No 101006249.
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TechEthos Technology Portfolio

Climate Digital
Engineering Extended Technologies 5
Reality \
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TechEthos Technology Portfolio

3 ’1

Digital
Extended
Reality
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Multi-stage & multi-stakeholder approach

SCAN ANALYSE ENHANCE

Ethics analysis »

L4

Societal acceptance analysis

cenario
exercises &
games

Basic Scenarios
Expert Engagement

Innovation
ecosystems

Public engagement

2 2 3
Policy, legal and regulatory analysis »

.o - TechEthos receives funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 101006249, 7
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Multi-stage enrichment

. . * Innovation ecosystem
1. Basic scenario + STEEPV analysis

» Contextualized issues in a narrative form

« Stakeholder workshops

2. EXpe rte ngage ment . Hold a broader and systemic perspective,

» Emphasized on looking beyond technology

* Science cafes & game workshop

3, Citizen engagement » Elicited awareness, attitudes, values

» Technology impact on everyday life

O . - TechEthos receives funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 101006249, 8



Stage 1

Creating Basic Scenarios



Stage 1 - Basic Scenarios
Three narrative scenarios per technology

o Contextualizing the technology in a
specific domain (e.g., work, education,
health, etc.)

o Highlighting potential ethical issues
within this domain

o Serve as conversation starters to
explore further ethical challenges

O (1) - TechEthos receives funding from the European Union’s Horizon
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Speakers for
the dead

Training in
virtual reality

Remote work

2020 research and innovation programme under grant agreement No 101006249, 1 0
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Evolution of advanced TechEthos scenarios

Objective: Explore the awareness, attitudes and values of various stakeholders to enrich the ethical
challenges defined in the basic scenarios.

Stage 1:
Basic Scenarios

- Build on an ecosystem perspective
- Anticipate potential issues

- Contextualized issues in a narrative
form

O .o - TechEthos receives funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 101006249, 1 1




Stage 2

Expert engagement
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Stage 2 - Expert engagement

Three workshops to enrich scenarios  "gess

o 8 participants + TE members (authors :'_-'
& Facilitators)

o Reflection on identified ethical | -, B “r P
challenges == s

o Development of potential solutions e —

o Enrichment through different amE e m
perspective and further concerns B mgm e s E-_-

Bm == -a =
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Evolution of advanced TechEthos scenarios

Objective: Explore the awareness, attitudes and values of various stakeholders to enrich the ethical
challenges defined in the basic scenarios.

Stage 1:

Basic Scenarios
Stage 2:

- Build on an ecosystem perspective Expert Engagement
- Anticipate potential issues

- Contextualized issues in a narrative
form

- Shared a broader and systemic
perspective

- Emphasize on looking beyond a
techsolutionist scope

O (1) - TechEthos receives funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 101006249, 1 4




Stage 3

Citizen engagement
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Stage 3 - Citizen engagement

CITIZEN WORLD COUNCIL TECH=THOS

TECH FAMILY
WORLD CARD COUNCIL
RESPONSE CARD
|
TecH ace ]

TECH AGE 2

Develop scenario exercises and games

IMPACT
CARD
AGE

o Developed by TU Delft & Ecsite
o Supported by AIT

o Role Play: Citizen World Council

o Which technology you would support / ban? [ j ===
o Game to stimulate discussion oCiaL FACTORS o \ EREE
—— b d////

o Creation of the TechEthos game
o Two decks (One for NLP; one for XR)
o Core of the public engagement process

DATA CONTROL

Should nudging be controlled in
XR?

SOCIAL DlSCONNECTlON %
INEQUALITY @

In XR, strong immersion in a virtual environment can lead to
more effective manipulation of users’ behavior. Collection of
data that users might remain unaware of, such as eye movement,
temperature and heart rate, can be used to attract their attention
and ultimately impact their ability to Focus.

MANIPULATION

. - TechEthos receives funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 101006249, 1 6
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N LTPS WORKSHOPS' PARTICIPANTS
G e n e ra l Ove rVI eW m Climate Engineering m Neurotechnologies
Natural Language Processing m Extended Reality
VA, SWEDEN 24 33 9 n
o 20 WOI'kShOpS SCN,AUSTRIA s =
o Dec2022-March 2023 PDLC, SPAIN 7

0 6 countries IQL, CZECH REPUBLIC 6

(Austria, Czech Republic, Romania, Con, SERBIA
Serbia, Spain, Sweden) T

o 331 participants
(XR: 57, NLP: 37, Other tech: 237)

- 't [ m LANDIA, ..._%._. Sr\‘l'.ienceCe n@
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Participants overview

58.25% female 40.80% male / 0.93% do not
identify with any gender or prefer not to share

>30% of participants belonged to vulnerable
groups
* socio-economic disadvantage, 18%
« social and physical isolation, 10%
« genderand LGBTQ+, 13%
* minority status, 40%
e learning difficulties, 4%

« physical difficulties and disabilities,
10%

« mental and physical health, 5%

TECH=THOS
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GENDER DISTRIBUTION AMONG LTPS'
WORKSHOPS

mFemale mMale = Neither mPrefernottosay

41,80% 55,22%

[
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<
pd
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0
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88,88% 11,11%

PDLC 44,06% 54,23%

‘
®

QL 48,33% ,66%

CPN 71,66% 28,33%

“
ey

ASUR 70% 30%

VULNERABLE GROUPS DISTRIBUTION
AMONG LTPS' WORKSHOPS

m Other participants ~ mVulnerable groups

v

.o - TechEthos receives funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 101006249,
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Game workshops

o Objective:
o Generate information about public and civil
society perceptions

o Part of a workshop:
o Introductory activities
o Game sessions
o Debrief session for reflection and discussions

o Documentation and Data collection:
o Pre-and post-event survey data collection sheet
o Transcriptsin form data reporting templates
o Qualitative and quantitative data on awareness,
attitudes and values

O (1) - TechEthos receives funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 101006249,




Stage 3

Awareness,
Attitudes & Acceptance,
and Values
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Concept definition

Awareness

«  Whether individuals have heard of the technology family or technologies featured in the TechEthos project.
“very aware,” “somewhat aware,” and “not really aware.”

Attitudes & Acceptance

« "When you think about these technologies, do you feel excited, do you feel concerned?"

“Very excited/concerned”, “excited/concerned”, “little excited/concerned”, “not excited/concerned”, and “not
sure”.

Values

« What an individual or group, “considers very important, because they refer to legitimate interests, mutual
obligations and/or views of the good life” (Boenink et al 2010).

O (1) - TechEthos receives funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 101006249, 21



R TECH=THOS

O

X
Citizens' Awareness
NATURAL LANGUAGE PROCESSING (N=37)

Media, popular culture & Sci-Fi

« Most popular technologies 5 ANALYSIS
+ Chatbots: 48% very aware I 47‘92% - —

« Virtual Reality: 38% very aware

AFFECTIVE 1
COMPUTING etk 44,68% 48,94%

DIGITAL EXTENDED REALITY (N=57)

m\Very Aware ®Somewhat Aware Not Really Aware

”/4 klnd OfartIﬁCial inte”igence Similar to ChatGPT ! VIRTUAL REALITY 37,88% 51,52% 10,61%
(Comment 298, NLP) : : ,

METAVERSE 19,70% 46,21% 34,09%

“It's like the matrix. We're already in the matrix. Every

science fiction will become reality one day.” ,
DIGITAL TWINS [EEERETA 46,15% 40,00%

(Comment 332, XR)

O . - TechEthos receives funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 101006249, 22
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Citizens' Attitudes

Excitement & Concerns

NATURAL LANGUAGE PROCESSING
(N=152 votes)

TEXT GENERATION & ANALYSIS 34% 66%

(@] NLP CHATBOTS 34% 66%

o Excited: chatbots & text generation and
analysis, as both will simplify work and
make job's easier.

o Concerned: affective computing due to
possible misuse and data protection issues DIGITAL EXTENDED REALITY (N=204 votes)

AFFECTIVE COMPUTING 47% 53%

mConcern mExcitement

VIRTUAL REALITY 26% 74%

o Excited: virtual reality (close to digital

twins). As they can experience far off places e = -
or historical places.
o Concerned: Metaverse, as it may cause the | “*" ™™

loss of natural human connection and holds
the possibility of data privacy issues. " Concern mExcltement

O . - TechEthos receives funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 101006249, 23
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Conflicting Attitudes
AFTER PARTICIPATING TODAY, HOW AFTER PARTICIPATING TODAY, HOW
EXCITED ARE YOU ABOUT POSSIBLE CONCERNED ARE YOU ABOUT POSSIBLE
FUTURE DEVELOPMENTS OF THIS FUTURE DEVELOPMENTS OF THIS
TECHNOLOGY? (N = 331) TECHNOLOGY? (N = 331)

#0-MNotSure =1 -Not Excited 2-Alitle excited ™3 -Excited M4~ Very Excited m0-NotSure ®1-Notconcerned ~ 2-Alittle concerned ®3-Concerned m4-Very Concerned

=
o 15% 12%
5% 31%
7%
R DA
P;ARBUCREQE‘\NACN(GNU:AZGS)E DchEr;?:.TEX(TNE:ng)ED NATURAL LANGUAGE DIGITAL EXTENDED
PROCESSING (N=26) REALITY (N=65)

"People will lose their jobs and certain positions will be in trouble. What will happen to the jobs of content writers,
translators and journalists?” (Comment 103, NLP)

"... relieving people of mundane repetitive jobs." (Comment 422, NLP)

(1) - TechEthos receives funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 101006249, 24
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Citizens’ Acc¢eptance

Citizens are both: Concerned and excited at the same time

o ...butFfordifferent reasons.

“Participants accept the technology if [X] is assured and if [Y] can be prevented.”
* ... [x] and [y] are what participants value (and want to see protected).

O e - TechEthos receives funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 101006249, 25
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How to elicit & analyze values?
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How to elicit values?

. 773 comments country  tech family technology comment codes

« Coded for expressed values

“Companies can have essential data
on individuals that serve to give them
more control over them while
individuals lose control over their
personal data.” (Comment 8, XR)

« Datasafety

13 AU s Gt € Dircat  Unscisd Tenin2 aten —
° AU tonomy u e - — N
“» Ivot | Values Pivot Dataset Values Categories Wenzels Datashest Main Dataset Values Values | Categories B Values Categories_A Excel Dopdowns | Old Dataset Values Main Dats |+
. Bereit  §% Barrierefreiheit: Untersuchen E O = + 75%
e Privacy

O (1) - TechEthos receives funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 101006249, 27
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O

kg o
Cltlzensl Values o i ,’L‘Jséfulness
, " ecl essHuman
Clustering the codes DA aFFicie health

o 450+ codes o ResponSIbleoEE%Tt)J?\Ifty
o Group of 25 categories Use and»accountablllty

: -5 Expanded  Naturalit
opportunities for human experlencyCUltural
Techsolutionism Authentic Breservation
human connection and experience
Knowledge Equity,
and education ‘diversity, inclusion

Ecosystem Human Derr
oversight and controlThe
AR Data Good Life
privacy and security
Aesthetics

O (1) - TechEthos receives funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 101006249, 28
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Citizens' values on XR

Natural Language Processing (N=212 counts)

Responsible use and accountability I — . S
Authendchuman connecton and experiene I | 7
Usefulness |
Effectveness and effidency I | 5
Safety and reliabiliy I ———

TECH=THOS
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Responsible use and accountability

“Who is responsible? - The first dilemma is whether the chatbot manufacturer
or the user is responsible, and | have a whole chain of command actors
between them.” (Comment 137, NLP)

Authentic human connection and experience

“The chatbot will change our personality through interaction, we will start to
behave differently, and it is very possible that it will dehumanize us.”
(Comment 131, NLP)

0 0 20 30 . oge
Safety and reliability
Digital Extended Realitv (N=359 counts “It allows for risk-free practice in professions such as medic.in.e, security and
g y( ) even everyday tasks such as driving. - They claimed that this is the best
suthentichuman connection and erperience 70 advantage of having a digital twins because it would avoid many risks in
Safety and reliability e ——— - different areas.” (Comment 635, XR)
Equity, diversity, indusion s—— . . . . .
Responsible use and accountzbiliy S ————— 5 Eq UIty, d IVEI'SIty and II'\C'.USIOI'I
Usefulness m— 0
0o 10 20 30 40 S0 60 70 80 “The centre of discussion was the lack of access because the high cost of this
technology. The main concern was inequity by money.” (Comment 652, XR)
Effectiveness and efficiency
“It's possible you'll get yourself imitated and you won't have to write any more
emails. So the Al will have us all loaded.” (Comment 299, NLP)
O . - TechEthos receives funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 101006249, 29
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Results, Highlights &
Discussion
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Evolution of advanced TechEthos scenarios

Objective: Explore the awareness, attitudes and values of various stakeholders to enrich the ethical
challenges defined in the basic scenarios.

Stage 1:
Basic Scenarios Stage 2:

- Build on an ecosystem Expert Engagement
perspective

Stage 3:

- Shared a broader and systemic Public engagement

- Anticipate potential issues perspective
;lggrgléie\;(etl#glrirzl'\ed issuesin a - Emphasize on looking beyond |- focus was on lived experience

a technology scope - how technology might impact
the reality of everyday life

- elicits what citizens valued
most

(1) - TechEthos receives funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 101006249, 31



Results

Social

Technical

Ecological

Economic
Political

Value
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stagel | [ stagen | [ stagem |

stagel | [ stagen | [ stagem |

CE
e =

|: Geopalitics

Global

consequences Human

health

———» Safetyandreliability ————»

XR

————» Social divide
E—
—» [ Affordability:

Mental & social
challenges

Social
T isolation
and security ————————»
integration Health safety
withother —
i ot concemns developme

{ Transparency anjf

[ stager | [ stagen | [ stegem
NT
%  Humenheahh - -~

Effects on agency and autonomy

‘Accessibility, inclusion

Responsible
use/development
of the technology
—_—

Valuing
“naturalness” Rural >
—
Inequality Decrease in value
concemns oftumanwork ©
Responsible use and
. trasparency of
Potential Issues of patents and|
Transparency —
e EE wocal ° “ Companes
business &
et Economic
opportunity
frommremmaam—eee
P —— Pratection of Dignity of individual ___{ — Res:;';i:'[:;:fa"
— — ;
vy Ipostmous) dots 7 precy {__secounabiny
& - _ St Neurodiscrimination and the
f " It Ear o overnance of big data
| Responsible use of technology e g mmagemngt
— = >
Authentication | Human oversight!
RTINS H Infringement of autanomy
Lifestyle change away EC Ve
-, ®
from consumerism — * >
| and accountabilit i
- ’ § Technology changing
Seeking non-technical Aesthetics @IEes
solutions change
e
Tech-
solutionism “technology —_—  »
Cultural
an save us” Wark-life balance T dESsin e
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¢
Highlighting ethical issues
Three overarching themes in the context of XR

« Equity
«  AffFordability of the technology as well as the fair distribution of benefits.
« Disruption of markets might shift power dynamics in favour of Al developing companies.
« Acknowledgment of licenses and authorship, as well as a fair distribution of benefits among society

« (Re)liability
« Datarights and the responsible use of the collected data becomes important.

« Trusting visions and holding companies accountable for promises (e.g. techsolution for social problem)
 Human centred development over company revenues generated from the technology.

« Environmental sustainability

« Rise of CO2 emissions providing a globally accessible infrastructure for training LLMs and storing data.
* Resource & dlsposal problem (i.e., increasing rare earth mining or toxic waste)

- TechEthos receives funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 101006249, 33
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¢
Learnings & Take-aways
...from the multi-stage & multi-stakeholder approach

o Eachstage enriched the set of results by offering new perspectives on the social-ethical
dimensions of the technology families:

o Potentialissues that were on the fringes of the current discourse (which are covered
through the citizen engagement)

o Opening up perspectives beyond the scope of the researchers

o Ranking of concerns through analysis of the citizen engagement results

O (1) - TechEthos receives funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 101006249, 34
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Thank you!

Looking forward to the discussion

Wenzel.Mehnert@ait.ac.at () @TechEthosEU (in) TechEthosEU

Masafumi.Nishi@ait.ac.at TITUTE

GY

<>

R www.techethos.eu
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